Provide and Supply IP Telephones
Comparative Statement
Tender #17/28/23-24

M/s. Securic System M/s. Secure Network (Pvt) Ltd M/s. Technology Innovation |
System |

Sr |Description Qty Rate Amount Rate Amount

Network Anti-APT Solution & NDR
Network Sensor for XDR 500

500 Mbps Virtual Appliance
Features: |
* Leader in Forrester Wave Network Analytics report |
* Integration with existing implemented solution of Trend Micro
XDR platform.

= Behaviour detection capabilities, traffic and object analyses.

= Inspect up to 500 Mbps of traffic irrespective of users involved.
* Support 90+ protocols including SMB for lateral movement
detection (must share list of all protocols)

* Sandbox solution must not be detectable by malware to avoid
evasion

* Network and Document exploit detections

= Feature to analyse scripts

» Remain completely invisible to both the end user as well as the
attacking website.

+ Detect rootkits.

1 G 1 2,521,566.92 2,521,566.92 3,208,500.00 3,208,500.00
+ Handle DLL injections, |
*+ Accurately identify malware and maintain a very low false-positive
rate.

« Utilize Xt headers to identify the client machine generating the
alerts when deployed in front of a proxy server.

* Display the geo-location of the remote command and control
server(s) when possible

* Report the Source, Destination, Detection Name, Detection
Severity and Protacol.

» Detect potential malicious network traffic, such as DNS queries to
Botnet C&Cs.

* Monitor SMTP Traffic

* Integrate with the investigation platform to perform threat
hunting and investigation

* Signature-based and advanced detection technologies Machine
Learning, Al and behavior monitoring.

+ Cloud offering to monitor all users.

* Support for Zero Trust model

| Network Managed Services & Response

Managed XDR for Networks

Features:

* MDR services for 500 Mbps

+ 24x7x365 Alert Investigator, Incident Responder, Threat Hunter/
Forensic, Analyst and SOC Manager at their local/regional/
international locations to ensure Purchase services are monitored
and remotely managed vigorously.

* Advanced threat assessment and intelligence:

a) Identify, isolate, and investigate indicators of compromise (10Cs)
before damage can occur

Rejected, due to non submission of Bid Security

2 1 4,67 4 ,679,194. . 5
b) Correlate security events with Threat Intelligence to prioritize B 10001 4.679,194.91 5,022,000.00 5022,000.00 I
response efforts |
c) Gain essential insight into attackers’ intent as well as techniques |
d) Respond to emerging threats through a detailed incident |
management approach. |
*+ Uses Machine and Human Elements to Analyse Millions of Events
in Real-Time. |
* Conlinuous threat hunting of in-scope assets.
* Creation of Incident Playbooks
* Complete security to the organization network, and its systems
against All/any threat, including but not limited to (evber-attacks. |
Total 7,200,761.83 8,230,500.00 ‘
18% GST (If Applicable) - - |
13% SST (If Applicable) 936,099.04 1,069,965.00 |
Grand Total £,136,860.87 9,300,465.00 .
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